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SAFETY
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Compiled by the APEEE's Well-Being Working Group

Understanding the risks of Internet, social media, gaming, porno,
the importance of privacy and other risks
e Conférence APEEE: Internet, Réseaux Sociaux, Cyber
Harcelement, Pornographie - link available upon

request to info@apeee-eebl.org

e Ask an expert: Understanding_digital risks for 21st

century children

e |'identité numeérigue des vos enfants: comment Ia

protéger aujourd’hui... pour demain?

e Les jeuxvidéos et le phénomene Tik Tok

e Nos enfants sur le web: les relations sur les réseaux

sociaux

e Nos enfants sur le web: un lieu sdr pour faire des

recherches?

e Accompagner les enfants face au (cyber)harcelement

e Nos enfants sur le web, contréle parental: bonne ou

Mmauvaise idée?

e Webinar: Staying Safe Online: a guide for Parents and

Carers

Focus on pornography (also for young children!)

"

e Pornographie et adolescence

e Dossier: Les ados et la sexualité

e EducationSexuelle.com

e Webinar: Image Based Sexual Abuse and Stalking,

e Parlez du porno a vos enfants avant gu'lnternet ne

le fasse (de Labouret/Butstraen)

Films on what internet is and how social media work

e The Social Network (Facebook history)

e The Social Dilemma (how Google and Facebook

algorithms control the news that we read and enhance

the impact of fake news),

e Persuasive technologies: how social media algorithms
enhance the impact of fake news — the importance to
educate teenagers on critical thinking :

o Persuasive technology: what it is

o How to Raise Media-Savvy Kids in the Digital Age
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mailto:info@apeee-eeb1.org
https://www.facebook.com/508986735824951/videos/465008054760556
https://www.facebook.com/508986735824951/videos/465008054760556
https://youtu.be/TIaJZQ1nmE4
https://youtu.be/TIaJZQ1nmE4
https://youtu.be/xndUTuc1flQ
https://youtu.be/95caJoc7V14
https://youtu.be/95caJoc7V14
https://youtu.be/ZWqDop6gkB0
https://youtu.be/ZWqDop6gkB0
https://youtu.be/Vz97uv-xGBo
https://www.youtube.com/watch?v=s6jWiAuHjJg&t=4s
https://www.youtube.com/watch?v=s6jWiAuHjJg&t=4s
https://youtu.be/R9T5e18d5Ho
https://youtu.be/R9T5e18d5Ho
https://yapaka.be/thematique/pornographie-et-adolescence
https://www.evras.be/fileadmin/user_upload/3/2017-_Eduquer_Tribune_Laique_-_n__127_-_Dossier_ado_et_sexualite.pdf
http://www.educationsexuelle.com/
https://www.youtube.com/watch?v=Vqf3KLOjGC8
https://www.franceinter.fr/emissions/l-invite-de-6h20/l-invite-de-6h20-30-mai-2019
https://www.franceinter.fr/emissions/l-invite-de-6h20/l-invite-de-6h20-30-mai-2019
https://en.wikipedia.org/wiki/The_Social_Network
https://en.wikipedia.org/wiki/The_Social_Dilemma
https://en.wikipedia.org/wiki/The_Social_Dilemma
https://en.wikipedia.org/wiki/The_Social_Dilemma
https://en.wikipedia.org/wiki/Persuasive_technology
https://www.wired.com/story/kids-digital-media-literacy-tips/
http://www.uccleparents.org/

Education to a safe Internet

e Simple information to support parents and teachers in

educating/helping children on a safer use of Internet:

o WEBetic (Child Focus and La Ligue des Familles)
o Yapaka.be ,
¢ Interviews of psychologists by Yapaka (Internet, social media,
pornography etc. including in pandemic time)

o Author Angéligue Gozlan

o [Vidéo] Usage des écrans a I'adolescence, |la nécessité de penser

le cadre et la limite

o [Vidéo] Challenges numeérigues a I'adolescence, quelle

prévention?

e Guides/documents/articles with material to use at home or in class:

o Better Internet for Kids

o Cybersimple.be

o Bibliothégue Sans Frontiéres

o Fédération Wallonie-Bruxelles

o Ministere de l'Intérieur Francais
o WEBWISE
o CyberSafeKids

e Resourceful Guide book: “Internet, mes parents, mes profs et moi”,

Christophe Butstraen

Examples of Internet risks in first person

‘ "Il faut 20 ans pour construire une réputation et cing
4

minutes pour la détruire", Warren Buffet

e Barack Obama warns teenagers about dangers of

4 Facebook/social media

e How a tweet can ruin a life — the case of Justine Sacco

e How writing_an article with a bad joke can ruin a career —

the case of Victor Paul Alvarez

e How to ruin a reputation with a YouTube video — the case
of Adam Mark Smith

e How an off-the-cuff joke can spin wildly out of control

e How publishing_a single photo of us could be

misunderstood and lead to disastrous long term effects in

our lives — the case of Lindsey Stone

e Video: Nachricht von Ella | Without Consent

Technology and mental health

e Online Harms Webinar- Technology and mental health: The issues

today

e Results of the EU-funded YSKILLS project, in particular the report

"Digital skills, risks and wellbeing_ among_European children"

e Interesting articles about effects of social media on teens:
o OECD
o Sciencedirect.com
o CO:RE (Children Online: Research and Evidence),
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https://www.webetic.be/
https://www.yapaka.be/ecrans
https://www.yapaka.be/auteur/angelique-gozlan
https://www.yapaka.be/video/video-usage-des-ecrans-a-ladolescence-la-necessite-de-penser-le-cadre-et-la-limite
https://www.yapaka.be/video/video-usage-des-ecrans-a-ladolescence-la-necessite-de-penser-le-cadre-et-la-limite
https://www.yapaka.be/video/video-challenges-numeriques-a-ladolescence-quelle-prevention
https://www.yapaka.be/video/video-challenges-numeriques-a-ladolescence-quelle-prevention
https://www.betterinternetforkids.eu/
https://www.cybersimple.be/en
https://www.bibliosansfrontieres.be/wp-content/uploads/sites/3/2020/09/Cybersimple-Curriculum-pour-les-professeurs_03_FR_compressed.pdf
http://www.enseignement.be/index.php?page=23827&do_id=7005&do_check=
https://www.cybermalveillance.gouv.fr/tous-nos-contenus/actualites/dossier-accompagnement-sensibilisation-des-jeunes
https://www.webwise.ie/
https://www.cybersafekids.ie/
https://www.vanin.be/fr/parascolaire/primaire/internet-mes-parents-mes-profs-et-moi
https://www.vanin.be/fr/parascolaire/primaire/internet-mes-parents-mes-profs-et-moi
https://www.youtube.com/watch?v=bw_6xnrKkPo
https://www.youtube.com/watch?v=bw_6xnrKkPo
https://yskills.eu/publications/
https://yskills.eu/publications/
https://www.oecd.org/education/ceri/21st-Century-Children-Digital-Risks-and-Resilience.pdf
https://www.sciencedirect.com/science/article/abs/pii/S0747563220300741
https://core-evidence.eu/updating-the-4cs-of-online-risk/
https://www.reuters.com/article/us-obama-facebook/obama-warns-teens-of-perils-of-facebook-idUKTRE58762P20090908
https://www.reuters.com/article/us-obama-facebook/obama-warns-teens-of-perils-of-facebook-idUKTRE58762P20090908
https://www.lepoint.fr/societe/justine-sacco-histoire-d-un-lynchage-en-ligne-13-02-2018-2194655_23.php
https://www.politico.com/blogs/media/2015/01/bostoncom-fires-boehner-joke-editor-201151
https://www.politico.com/blogs/media/2015/01/bostoncom-fires-boehner-joke-editor-201151
https://abcnews.go.com/US/inside-online-shaming-viral-infamy/story?id=56200539
https://abcnews.go.com/US/inside-online-shaming-viral-infamy/story?id=56200539
https://www.forbes.com/sites/kashmirhill/2013/03/21/sexism-public-shaming-via-twitter-leads-to-two-people-getting-fired-including-the-shamer/?sh=50aca2c217f0%20;%20https://techcrunch.com/2013/03/21/a-dongle-joke-that-spiraled-way-out-of-control/
https://www.dailymail.co.uk/news/article-2964489/I-really-obsessed-reading-Woman-fired-photo-giving-middle-finger-Arlington-National-Cemetery-says-finally-Google-without-fear.html
https://www.dailymail.co.uk/news/article-2964489/I-really-obsessed-reading-Woman-fired-photo-giving-middle-finger-Arlington-National-Cemetery-says-finally-Google-without-fear.html
https://www.dailymail.co.uk/news/article-2964489/I-really-obsessed-reading-Woman-fired-photo-giving-middle-finger-Arlington-National-Cemetery-says-finally-Google-without-fear.html
https://www.youtube.com/watch?v=F4WZ_k0vUDM
http://www.uccleparents.org/

